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Empowering everyone to own and control their health-relevant data

The Need for
Fine-Grained
Consent

With data as the lifeblood of healthcare, frictionless access, control, sharing
and security of Protected Health Information (PHI) is vital to next generation
digital health applications. While expanding privacy regulations are intended
to give consumers better control over their data—digital health workflows
seldom equip users to manage how and when their PHI is collected, what it is
used for, their sharing options, or the ability to revoke prior authorizations.
What’s missing from most digital health experiences is self-sovereign, finegrained control over PHI. Current approaches are typically too coarse (often
“all-or-none”), leaving consumers exposed and frustrated while current “PHI
custodians” (providers, health plans, life-sciences and others) face costly and
complex technical challenges, security risks and compliance burdens.
What’s needed are next generation fine-grained consent capabilities that
easily integrate into digital workflows as well as existing identity, access
management and policy enforcement systems.

fine-grained consent challenge while providing a modern solution for trusted
Credentials, Consent and Compliance. As the name implies, it leverages
Blockchain and FHIR to empower data owners to gain control over how and
when their PHI is accessed, while innovating towards secure, person-centric
PHI data liquidity.
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The
FHIRBlocks
Approach

FHIRBlocks provides a robust set of APIs and applications that solve the
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Decentralized Identifiers and Verifiable Credentials (DID/VCs)

Hybrid Public / Private Blockchain Ledger
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FHIRBlocks
Capabilities

FHIRBlocks is architected around Decentralized and Self-Sovereign Identity (SSI)
principles, including W3C standard verifiable credentials. This approach overcomes
certain technical challenges when using OAuth2 approaches, yielding advantages
to consumers, developers and PHI “custodians” (providers, health plans, pharma
and life sciences, and others). Core capabilities include:

•
•
•
•
•
•
•
•

Blockchain | where digital decentralized identities (DIDs), Verifiable Credentials
and immutable digital proof of consent transactions are recorded
FHIRv.4 + and USCDI health data class standards (1.0, 2.0, …) and other APIs.
This combination can be extended to include access to additional health data classes.
Verifiable Credentials | issued and validated through blockchain
Legacy Identity Support | extends and integrates with (not replaces) legacy
identity approaches
Policy Enforcement | integrate consent into Access Policy Enforcement
Points (PEP)
Consent Administrator Console | define consent requirements, issue, track and
report on consent requests, approvals and status, track and report on compliance
to policy and on-demand auditing
SDK/RESTful APIs | for integration into existing digital health applications
Compliance | can be configured, integrated and deployed to meet NIST
800-63-3 standards
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With decentralized identity and fine-grained consent, FHIRBlocks provides
Data Liquidity—the free flow of fully-consented, privacy-preserving health
information to enable next generation user experiences.

Equideum Health creates next-gen person-centered healthcare and research
networks to advance health equity and outcomes by optimizing data liquidity
across enterprise and individual data silos, powered by Ethereum.
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For more information or to request a follow-up, please visit us here ▶
* FHIR® is the registered trademark of HL7 and is used with the permission of HL7. Use of the FHIR
trademark does not constitute endorsement of this product by HL7. Microsoft and the Windows logo
are registered trademarks of Microsoft Corporation in the United States and/or other countries.

